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	Educational Institution Name:
	     


	Data Compromise Application

	

	General

	1. Has the district suffered a breach in the past 12 months?  A breach refers to unauthorized access, vandalism, sabotage, or loss of personal identifying information.
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	2. Is access to personal information restricted by job position?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	3. Is there a Chief Information and/or Chief Security Officer (or equivalent)?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	4. Do you have a comprehensive Information Security and Privacy Policy?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	5. Do you provide regular security training/information to all people who have access to personally identifying information, whether in paper or electronic format?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	

	Information Technology

	6. Is anti-virus software installed on all computers and maintained via a central resource?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	7. Are all users issued unique IDs and passwords when connecting to or accessing the school’s internal network?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	

	Physical Security

	8. Are hardcopy files containing personal information (personnel/payroll, academic, health records) kept in a separate and secure area?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	9. Is there a posted document retention/destruction policy in place?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	10. Are payments for fees (team, band, field trip, etc.) kept in a secured location with limited access, e.g. a lock box?
	
	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	


	This supplemental application becomes part of your primary application and must be signed and dated.

Coverage cannot be bound until the Company approves your completed application.


	Signature
	
	Date
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